This paper proposes icons and visual conventions for rapid comprehension and presentation of information security (INFOSEC) attack scenario information:
INTRODUCTION
As global connectivity increases, remote terrorists, thieves, spies, pirates, or students can attack remote computer systems aggressively, protected from prosecution by their mobility and position outside national boundaries. Malicious insiders are even more dangerous, thanks to authorized access, on-going opportunity, and intimate knowledge of the systems they attack. Natural disasters, like earthquakes, floods, tornadoes, and electromagnetic phenomena, still wreak devastation on computer systems and networks. Man-made disasters, such as wars, and scientific breakthroughs, such as easy ways to factor large prime numbers, threaten to disrupt secure communications and electronic commerce. Protecting information assets against these threats requires that we understand how they can be attacked. Figure 1 illustrates two attack scenarios featuring a threat source (terrorists) with attack goals (obtain secrets, money), who employs threat agents (hacker and insider) to attack assets (money, data) via vulnerabilities (Internet and procedural weaknesses) using attack mechanisms (e.g. password sniffer) to produce impacts (theft of money and data). Visualization helps identify missing threats, steps, and safeguards by making potential attack scenarios intelligible to a large number of people. It also helps motivate funding for INFOSEC expenses and to train and motivate personnel to follow INFOSEC procedures.
DEFINITIONS
An information security (INFOSEC) attack scenario conveys a way to compromise the security of a computer system or network, from threat source to final impact.
A language is a means of communicating ideas and feelings. A visual language includes a high percentage of graphic elements to empower the communication.
Symbols, where one thing represents another, are as old as dreams, 3 cave paintings, hieroglyphics, and poetry. They communicate at both cognitive and affective levels.
Icons are graphic symbols. Their power lies in rendering abstract ideas concrete, such as using a flag, logo, or symbol to stand for country, organization, or abstract idea. Assumptions define the scope of the attack scenario and make implicit concepts explicit. For example, are attackers "rational " (i.e. won't spend more to obtain information than that information is worth). Do they have "deep pockets? "
Resources are financial, technical and sociopolitical capabilities for carrying out attacks.
Constraints limit the use of attack mechanisms and countermeasures. Constraints may be financial, technical, physical, ethical, legal, environmental, or social.
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Metrics are tools for measurement. They may be: Numeric (e.g. count, percentage, monetary value); Non-numeric (e.g. high-medium-low, A-B-C-D-F, one-to-five star ratings); Fuzzy, 10 non-numeric scales that can be assigned numbers and manipulated mathematically, such as: 
ATTACK ICONS
Attacks are moves on opponents' assets. They may be well-known or novel, overt or covert, passive (e.g. overhearing information) or aggressive (e.g. cutting phone wires).
Direct Attack
Two Impacts on assets can be measured. Typical impact metrics include:
Number ( e.g. number of personnel, planes or ships lost, months of competitive advantage lost); Monetary Value (e.g. replacement costs, clean up costs, insurance costs); Percentage (e.g. market share lost, fall in ratings).
Red ink conventionally means loss.
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GOAL AND MOTIVE ICONS
Both attackers and defenders have physical, financial, or psychological goals.
Attackers' objectives:
Steal money
QuickTime™ and a Photo -JPEG decompressor are needed to see this picture.
Steal data
Steal goods
QuickTime™ and a Photo -JPEG decompressor are needed to see this picture. 
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FUTURE WORK
Focus groups would refine these icons, making them appropriate for large groups of people. Additional icons and frameworks are needed to help visualize important INFOSEC applications like medical and e-commerce privacy. We need to more examples of integrating risk analysis metrics into the frameworks.
CONCLUSION
This paper visualized INFOSEC attack scenarios, including threats, assets, attackers' and defenders' goals and motives, system vulnerabilities, attack mechanisms, safeguards and countermeasures, and impacts. To do this we created frameworks, selected existing icons, and created new ones by combining existing fonts, icons, and metrics in new ways with simple artwork. For example:
The paper developed criteria for effective icons, frameworks, and metrics, and selected visual conventions to convey many abstract attack scenario concepts. For example: Reading Emanations Data Scavenging Integrity Attack Valuing Data Integrity
Restrictions on paper length prevented us from including here all the icons and frameworks we developed. Inquiries are welcome.
